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AMP Risk Mitigation Suite

An SCAP-validated solution

Automate and Orchestrate Risk Mitigation
Comply with FISMA, FDCC, NIST and other standards.

Key Benefits:

Preventing sensitive information from being sent outside your department
or agency has become a top priority for government organizations today.
All kinds of sensitive citizen, staff, internal-use, and even classified
information related to national security is now just a keystroke from being
sent across the Internet whether an employee is on or off the corporate
network. Every department and agency is at risk.

» Compliance with new
FISMA continuous
monitoring requirements

» FISMA, NIST 800-
53r3, and Cyberscope The so-called “insider threat” is well documented. According industry
assessment & reporting analysts, 70 percent of security incidents resulting in data loss are

perpetrated by insiders.

» Low cost of ownership Justknowing the risks in your environmentis notenough. To avoid significant

legal and compliance exposures, you need software specifically designed

» Improved risk to address the insider threat. The AMP Risk Mitigation Suite gives you:

management
» Decision Support Portal—centralized management and reporting

» Improved security posture . . )
» Asset Discovery—rapidly discovers all networks/assets.

» Ease of use » Vulnerability Management — SCAP based vulnerability reporting
» Real time visibility into » Configuration Auditing & Policy Management —maintain accurate
your network inventory based on SCAP compliant assessments.

» Automated Remediation — AMP integrates SRAS with Altiris Client
Management Suite to automate consistent, predictable, and reportable
remediation of discovered risks.

» ldentification of managed
and unmanaged/rogue
networks and devices

We can help you understand your current state, report on your compliance,

» Network leak detection and measure your progress towards remediation quickly, easily and

continuously.

> Situational awareness Remain compliant, improve data security, and create the all-important

automated link between the security team and the endpoint team with

> Improved accuracy AMP Risk Mitigation Suite.
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